3ATBEP/DKEHO
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ITnan

pearyBaHHs Ha KiGepiHIuaeHTH/KibepaTaKky B indopMamifiHO-KOMYHIKalliifHIX CHCTeMax
KypicoBcbKoi CilbcbKOl pain Bepe3iBChKOro paioHy Omnechkoi 06J1aCTi BUKOHABIMX OPraHiB,
KOMYHAJIBHUX MiIIPHEMCTBAX, yCTAHOBAX i saxnanax KypicoBchKoi CibChKOI paju BepesiBceKOTO
paitory Oznecbkoi o6acti

1. lleii miam po3pobIeHUE 3 YpaxyBaHHAM MCTOMMTHUX peKoMeHJaIlill MO0 pearyBaHHs
cy6'extamMy 3a0€3CUEHHS xiGepbesneky Ha Pi3Hi BHIA ozl y KiGepmpocTopi, 3aTBEPIKCHAX
HaxasoM Ammimicrpanii JlepkaBHOT CITyKOH CIEIIANBHOTO 3B'SI3KY Ta 3aXUCTY inpopmarti Yxpainu
Bix 03 mumHs 2023 poxy Ne570.

2. TlnaH 3acTOCcOBYeThes B KypicoBebkil cinbehKiit pani Bepes3iBchbKoro paioHy Oxecbkoi obacTi,
BUKOHABYMX OpraHax, KOMyHAIBHMX IIIIPHEMCTBAX, YCTAHOBAX i szaxmamax KypicoBcbKoi
cinbcpkoi pamu bepesiBcbKoro padoHy OnechKol 06JIacTi it 9ac BXKUTTA 3aXOLiB i3 kibep3axucTy
BiAMOBiMHO [0 €TamiB pearyBaHHs Ha pi3Hi BUOHM TOMIH Y xiGepnpocTopi B iHdopMaliiHO-
KOMYHIKaI[ifHUX CHCTEMAax amapary KypicoBCHKO{ CilbChKOI paiy Bepe3iBchKOro paony Onecbkol
obnacti Ta il BHKOHABYOrO KOMITEeTy, BHUKOHABUMX opraHiB, KOMYHAIBHUX IIANPHEMCTBAXK,
yCTaHOBaX i 3aKJajiax KypicoBCcbKoi CiTbCHKOI pajii Bepe3iBCbKOro palioHy Onecbkoi 06macTi.

3. Baxomy 3 pearyBaHHsI Ha KiGepinnmaeHT/Kibeparaky IPOBOAATECA TAKHM quHOM, 00
3a0€311CInTH:

- [IBHJIKE BUSBICHHS KiGepiHIMACHTY/KIOepaTaKu;

- HaexHe [HPOPMYBAHHS PO IX BHUHUKHCHHS yITOBHOBAKCHNX OpraHiB Ta 3aTy9eHHX CTOPIH;

- 3amo6iraHHs, MiHIMi3alilo Ta yCYHCHHS HCTaTHBHAX HACITiIKiB;

- BUSBIICHHS BPA3JIMBOCTEH;

- BiTHOBIICHHS HAJAHHsl Cy6'eKTaMHU 3a0€3MEICHHS KiGepOe3neKH MOCIYT;

- cramicTs i HamiMHICTH CHCTEM Ta IHIIEX 00'eKkTiB KiOep3axucTy, IO HalICKaTh cy0'exTaM
3abe3redeHHs KibepOe3neK;

- YHEMOXUTHBIICHHS [IOBTOPHOI peasti3aiii BHSBICHOTO KiGepiHIHAAEHTy, a mono Kibeparak —
36epeIKEHHS MOMKITUBHX €JICKTPOHHHAX JOKa3iB.

4. Tepminu pearyBaHHd Ha KiGepaTaky Ta KiGepiHIHACHTH BXUBAIOTECS ¥ 3HA4YEHHSX, HABEJICHNUX B
3axonax Ykpainm «[Ipo OCHOBHI 3acain za6esmeueHns Kibepbesnexu Ykpainm», «lIpo 3axhCT
indopmariii B iHbopMaifiHO-KOMYHIKALIHHNX CHCTEMaX» Ta iHIIMX HOPMATHBHO-IIPaBOBUX aKTax.

5. TIpu BUSBICHH] CIPO0 BUMHCHHA KiGeparak a60 KiGepiHITHICHTIB, iHIIMX HECAaHKIIOHOBAHMX Jif
mozo iHGOPMAIiHHX pecypciB B iHdopMaIiHHO-KOMYHIKALIIHAX ~CHCTeMax KypicoBcbKoi
cimbcbkoi pamu BepesiBChKOTO paloHy Onecpkoi 00acTi, BUKOHaBYHX opratiB, KOMYyHaJIBHHX
TANpHEMCTBAX, YCTAHOBAX 1 3aKianax KypicoBcbKoi CilbChKOI panH Bepe3iBchbKOTO paioHy
Onecpkoi obnacti abo cepsicax Ta CHCTeMaX, IOCTYI 2O AKMX HAJaHo 3 METOI0 BUKOHaHHS po6odoi
NisUTBHOCTI Ha MOCTiiHiH 200 THMYACOBiil OCHOBI, TOCAIOBUM oco6aM HEeOOX1THO:

5.1. HeBigxiaaHo HOBIIOMUTH BiITOBIANBHOTO 33 pearyBaHHs Ha Kibeparaxy Ta KiGepiHIACHTH
1IpO BUSBJICH] CIpOOH MOPYIICHHS Kibep3axucry.

5.2. BiImoBiIaIbHOMY 3a pearyBaHHs Ha KibepaTaku Ta KiGepiHIMACHTH:



a) HeBIAKITaZHO TOBITOMUTH YpSIOBYy KOMaHy pearyBaHHS HA KOMIT'IOTEPHI Han3BHHYaiHI moii
Vipain CERT-UA npo immumenTn KiGepbesmekn depes oHnaiu ¢opmy https:/cert.gov.ua/
(npiopuTeTHO), TemepoHOM, abo IUUIAXOM HAACHIIaHHS Ha ENCKTPOHHY IIOIITOBY ajpecy
cert@cert.gov.ua BiIOBiTHOTO MOBIAOMIICHHS;

6) s opradizamii MeToIMYHO! Ta TEXHIYHOI JOIOMOTH 3 JOKai3amii/MiniMizanii HacaioKiB
xiGeparaxu/KibepinuaenTy He misHime 30 XBHIMH 3 MOMEHTY BHSBJICHHS iHQOpMyBard mpo
BHSIBIICHY KibepaTaky/kiGepiHIMIEHT i3 3a3HadeHHsIM 00’ exTa KibepaTaxu/KiGepiHIMACHTY, Jacy ii
37ifiCHEHHS Ta IHIIO] HasiBHOI iHpOpMaIii:

- HajaBaua IIOCHYT JOCTYNYy OO Mepexi IHTepHeT (iHTEpHET mHpoBaiizepa) y BUNAIKaX, KOJM
KiGepiHIMAEeHT BINMBAEC Ha (YHKIIOHYBAHHS KaHAIiB 3B'S3Ky, MOB'A3aHMH i3 KOMIPOMCTAMIEXO
MepeKeBOTO 0ONa/HaHHs HajaBada MOCIHyr abo BHMarac Horo ygacti [yist peamizamii 3aXx0JiB 3
ONMOKyBaHHS MIKiTHBOTO TpadiKy;

- BiuacHHMKAa ab60 pO3NOpANHMKA iH(GOPMAIiHHO-KOMYHIKAIIAHOI CMCTEMH, €ICKTPOHHOTO
indopmarifiHOTO pecypcy, cepBicy, HOCTYI 0 SKOTO HaaaeThes KypicOBCBKOIO CUTBCHKOIO Pafoio
Bepe3ichkoro patiody Omecskoi o6nacti, Il BAKOHABYAM OPraHaM, KOMYHATbHAM IiIIPAEMCTBAM,
yeranosaM i 3akmagam Kypicoscbkoi cinbebkoi pamu bepesiBepkoro pabtony Onecbkoi obracri,
AKINO Kibeparaka aGo kiGepiHIMUAEeHT OGe3M0cepeIHBO CTOCYEThCA BKa3aHOI 30BHIIIHBOT CHCTEMH UM
cepeicy;

- oprami3amii Ta BHMKOHABIli, IO 3ajly4eHi Ha NOTOBIpHif OCHOBI IO TEXHIYHO! MiATPUMKH Ta
CyIpoBoy iHGOpPMaIiHHO-KOMYHIKAIIHHEX CHCTEM, TIPOrPaMHOTO 3abe3nedeHHs abo obnagHaHHs
KOMYHQTBHHX IHATPMEMCTB Ta 3aKiaiiB, mo mepebyBaroTh y MigmopsaaxyBanHi KypicoBebkoi
cinbcpkoi pagu Bepesiseskoro paitony Omechkoi oGnacTi (IiApsSAHMKH, ayTCOPCHHIOBI KOMIIaHil,
TiAPHEMCTBA, TOLIO), Y Pasi, IKII0 KiGepiHIMAEHT CTOCYEThCS 00'€KTIB IXHBOT BiNOBIIATBEHOCTI,

- HaIiOHWILHWH KOOpJAWHAINMHUM UEeHTp KibepOe3lekn Ha €JIEKTPOHHY MOLITOBY axpecy
report@ncscc.gov.ua;

- TpaBooxopoHHi oprann (HamionansHy moninito Ykpainm, CiyxOy Gesnexku Ykpainu) y pasi
BUSBJICHHS O3HAK KPUMIHAIBHOTO MPABOMOPYIICHHS, NEPEA0a4eHOT0 YHHHMM 3aKOHOAABCTBOM
Vkpaiau (30KpeMa, HECAaHKI[IOHOBAaHE BTPYYaHHS B POOOTY €IE€KTPOHHO-O0YHCITIOBAIBHUX MAIIUH
(KOMIT'IOTEpiB), ABTOMATH30BAHHX CHCTEM, KOMI'OTEPHHX MEPEX HYH MEpPEK EIEKTPO3B'I3KY,
NOIIAUPEHHS MIKiJUTBOTO TPOIPAMHOTO 3a0€3NICUCHA);

- JemapTaMeHT IU(POBOTO PO3BHUTKY, iHQoOpMaliitHol momiTHku Ta Typmusmy Omechbkoi obmacHo
nepxaBHOI (BilicbkoBOT) anMiHicTpatii Ha agpecy digital@od.gov.ua;

B) NPOTATOM 12 ToAWH micis BUSABICHHS Takoi KibepaTakm abo KiGepiHUMIECHTY y BCTAHOBICHOMY
IOPSAKY HaJaBaTH CTOPOHAM, 3QTy4eHHM Y JOKami3alilo, MiHiMi3alilo Hacmikis KiGeparaku abo
KiGepiHIMIeHTy Ta iX MOHITOPHHT TEXHI4HY iHpopManiro (IHIMKaTOPH KOMIIPOMETAILi1, THII aTaKH,
0coOIMBOCTI MeXaHi3My pealizawuii TOIO), a TakoX iHGOpMaIilo IIOAO MOXIHBOTO JDKEpena,
MOTEHIiHUX HACIi/KIB, JOJATKOBHX OOCTABHH, BXXHTHX Ta 3aITAHOBAHHX 3aXOJIiB pearyBaHHS.

6. Y pasi TMMuacoBoi BiacyTHOCTI (mepeGyBaHHsS y WIOpidHifl BiANyCTHi, BiApSIXEHI, Ha
JNiKapHSIHOMY, TOINO) BiANOBiATEHOI 0cOOM 3a pearyBaHHS Ha KibepaTaku Ta KibGepiHImaeHTH, abo
HEMOXJIHBOCTI 3B’A3Ky 3 Hero mporsarom 30 XB., KEpiBHHKaM CTPYKTYpPHHX IiJIpO3iNiB amapary
KypicoBchkoi cinbebkoi paau BepesiBecskoro paiiony Onechbkol 06macTi, ii BAKOHABYOTO KOMITETY
Ta BHKOHABYMX OPraHiB, KEPIBHUKAM KOMYHAIBHHX MiAIPHEMCTB, YCTaHOB Ta 3aKJafiB
3a0€3MEYNTH HEBI K418 HAHHS BUIIE3a3HAYSHUX 3aXO/IiB.

B.o. Kypicoschi Haranis BYTAMUYK



